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WHY SHOULD YOU CARE ABOUT LIBRARY SYSTEMS?
• Case study in off the shelf 
software
• Typical limitations and 
challenges
• Strategies and policies for 
reducing risk
And….your data is probably on the 
library system!
• Public and staff access to library 
collections
• Business data – ordering
• Personal data – patron records, 
checkouts
• Intellectual investment – years of 
cataloging
• Item processing
• Only one of the systems in the library
INTEGRATED LIBRARY SYSTEMS
Our System “Aleph”
• Aleph from ExLibris corporation
• Used extensively by large research 
libraries (Harvard, MIT, U of Michigan, 
etc)
• Web front end for public access
• Client/Server for staff access and 
processing
• Server environment Sun OS and Oracle 
database located at VCU University 
Computer Center
OUR SYSTEM ALEPH
• Encrypted communication 
for client/server
• Data not stored in client
And that’s pretty much it!
OUT OF THE BOX SECURITY
• IP access rules with fine grained 
controls
• Staff roles 
• Password complexity – LDAP kinda
• Password expiration
• Client configuration
• Up to administrator and or managers 
to understand and implement
SECURITY FEATURES
Hardening and other Global Issues
• Server and DB hardening 
• Patch schedules for Application, OS, 
Database
• Embedded products (Apache, SSL)
• Security scans and penetration testing
• Physical security
• Account management & separation
• Up to administrator and or managers to 
understand and implement
HARDENING AND OTHER GLOBAL ISSUES
• Keep only what you need 
(examples DOB in 2004, circ
history)
• Can you use alternate non-
sensitive keys (example SSN 
remediation project)
• Don’t forget test systems
• Document policies, involve 
business units and users 
DATA: DIETING IS GOOD FOR YOU
• VCU Alternate Student Identification 
Number Implementation Task Force. 
2004.
• 9/1/2006 School of Engineering: 2,100 
current and former students 
• Fall 2006 Eliminated SSN as primary 
identifier (eID + VCUCARD)
• VCU Social Security Number Task Force. 
2007
SSN USAGE CASE STUDY
Fall 2005 Patron Retention
• Expired 13 months 
• No active cash
• No active loans
FALL 2005 PATRON RETENTION
• Risk analysis of existing expired 
accounts, many inherited from 
previous systems conversion 
who had outstanding loans
• 36,469 ssn’s: March 2007
• 1,995 ssn’s are their barcode: 
March 2008
• All gone: May 2008
SSN PURGE 2006-2008
• Three years for records of 
charges paid
• Uncollected lost charges 
transferred to VCU Accounts 
Receivable for collection
• All records for uncollected 
charges destroyed after 5 years
• Virginia General Records 
Schedules, GS102 Fiscal Records
RETENTION OF FINANCIAL CHARGE RECORDS OF 
LIBRARY BORROWERS (8/1/07)
• Circulation history not 
retained
• But emailed
• SMS
• VCUCARD for swipe
PRIVACY vs FUNCTIONALITY
Other Systems
• Self Check
• MyVCU
• Data Warehouse
• Banner in the future?
• Environment does not end at 
the outskirts of any specific 
system, more integration is the 
trend
OTHER SYSTEMS
• Everyone’s responsibility 
DBAEnd User
• Administrative policies guide 
practices and create security 
awareness
• Ongoing: 
“Periodically Monitor, Test, 
Review, and Modify” Adler
SUMMARY
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